Job Description
NHS Professionals 

Job Title		IT Infrastructure Engineer
Grade			<tbc>
Location		Leeds / Hemel Hempstead









Role Summary

Reporting to the Head of IT Infrastructure, you will be pivotal in providing technical support and expertise across the Infrastructure and Cloud estate in the organization, ensuring the respective environments are fit for purpose, secure and cost effective. 
As part of the infrastructure team, assist in supporting the organisations hybrid infrastructure across established cloud platforms and on-premises infrastructure. The role is a mix of day-to-day administration, maintenance & support and supporting on-going projects in the business.
You'll work collaboratively with other IT operational teams to ensure NHS Professionals maintains the highest operational efficiency, providing a high level of service delivery and security standards.
This is a challenging and rewarding role for an experienced IT Infrastructure Engineer.

Organisational Position (Illustrative)

CIO


Head of IT Infrastructure
IT Director of Infrastructure, Operations 

IT Infrastructure Engineer










Key Responsibilities
· Provide day-to-day operational support for cloud-hosted and on-premises server environments and networks.
· Contribute to lifecycle management and drive continuous improvement of IT infrastructure.
· Participate in change control, testing, and deployment of infrastructure services.
· Take a proactive approach to technical issues and requirements, working closely with the service delivery team.
· Provide 3rd-line IT infrastructure support to the business, ensuring technical issues are solved in a timely manner, keeping with SLA’s within the team.
· Collaborate with operational support teams and peers, with a strong focus on mentoring and knowledge sharing.
· Collaborate with NHS Professionals security team, providing technical knowledge and guidance, ensuring NHS Professionals security posture remains strong.
· Ensure the integrity of security practices within the organisation, contributing to on-going accreditation and certification.
· Create and maintain accurate documentation in support of IT infrastructure services and processes.


Key Accountabilities

· Respond to and resolve incidents and service requests within SLA
· Monitoring of system availability and performance, resolving any loss of service within SLA
· Escalation and resolution of recurring issues, reducing repeat incidents where possible
· Monitoring of back-up systems, ensuring protection has not failed and there is no risk to the organizations data
· Contribution to internal approval processes, providing technical knowledge / guidance on relevant topics
· Ensure audit readiness within the business from an IT Operations perspective
· Participation in knowledge sharing within the team
· Respond to out of hours issues where required to ensure business operations are not impacted.
· Proactive administration of MDM solutions for endpoint devices
· Ensure patch management across the estate is effective and working






Key Values:
In addition to undertaking the duties as outlined above, the job holder will be expected to fully adhere to the following: 
· Equality and Diversity
To act in accordance with NHS Professionals’ Equality and Diversity Policy - this is designed to prevent discrimination of any kind.
· Health and Safety
Ensure that all duties are carried out in line with NHS Professionals’ Health and Safety Policy.
· Corporate Image
Always adopt a professional image.
· Risk Management
Responsibility for reporting complaints, incidents and near misses through the relevant channel.
Responsibility for attending health and safety training as required.
Responsibility for assisting in risk assessments.

· Scheme of Delegation
To comply with the Scheme of Delegation - this requires any employee to declare an interest, direct or in-direct, with contracts involving the organisation.

Note: 
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· This job description outlines the roles, duties and responsibilities of the post. It is not intended to detail all specific tasks.
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PERSON SPECIFICATION

	Criteria
	Essential
(When applying for this job it is important you fulfil all these essential requirements. 
If you do not you are unlikely to be interviewed)

	Desirable
(When applying for this job it is desirable you fulfil these requirements.  However, if you do not, you may still apply and may be interviewed)


	Qualifications and Knowledge:

	Bachelor's degree in Computer Science, Information Technology, Engineering, or related field.

	Microsoft Azure / 365 / Security (or relevant) accreditation, providing demonstrable experience in these areas

	Experience:

	At least 5 years of experience in a third line support role
	5 years of experience providing support within the Microsoft Azure / Microsoft 365 Platform

	Communication and People Skills:

	Excellent leadership, communication, and problem-solving skills.
	Proven experience working collaboratively in an Infrastructure team.

	Organisational Skills

	Ability to work under pressure, prioritize, and multitask.

	

	Specialist Knowledge and Skills

	Industry recognised certification in an Infrastructure capacity (Administration / Support / Security)
	

	Physical Skills:
	Must pass pre-employment health assessment.
	

	Equality

	Candidates should indicate an acceptance of and commitment to the principles underlying NHSP’s Equality and Diversity and Health and Safety Policies.
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