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Job Description
NHS Professionals
	Job Title
	IT First Line Engineer

	Grade
	SME 1

	Location
	Hybrid, with attendance at NHSP office locations where required

	Number of roles
	4 new roles, forming part of the 1st line NHSP IT Service Desk

	Function
	IT Service Delivery / IT Service Management

	Working pattern
	Core service desk rota plus participation in 24/7 on-call support as required

	Reporting line
	1st Line Team Leads


Role Summary
The IT First Line Engineer provides first-line technical support to NHS Professionals users, acting as the initial point of contact for IT incidents and service requests.
The role supports day-to-day user needs across hardware, software, account access, Microsoft 365, desktop support, mobile devices, peripherals and standard workplace technology. The post holder will troubleshoot and resolve common technical issues, provide clear guidance to users, and escalate more complex matters to the appropriate resolver teams.
Working as part of the 1st line capability, the post holder will deliver responsive, professional and customer-focused support across phone, email, chat, portal and other agreed service channels. They will ensure tickets are logged accurately, kept up to date, progressed appropriately and resolved within agreed service levels wherever possible.
Where escalation is required, the engineer will provide clear diagnostic information to support effective handover to 2nd line, infrastructure, application, 3rd line or third-party support teams.
This role is suitable for graduates, apprentices and individuals seeking to build a career in IT service management. Full training, mentoring and development support will be provided, including opportunities to gain professional certifications and progress into specialist technical or service delivery roles.
Organisational Position (Illustrative)



Responsibilities

Technical Support
· Act as the first point of contact for IT support, handling calls, messages, and emails received through the ITSM system.
· Provide first-line remote support for laptops, desktops, mobile devices, peripherals, and standard workplace technology.
· Troubleshoot and resolve common hardware, software, connectivity, and access issues at first point of contact where possible.
· Support Windows devices, Microsoft 365, Outlook, Teams, browsers, VPN/connectivity, and approved business applications.
· Assist users with password resets, account access, basic permissions, and standard access requests in line with agreed processes.
· Provide clear guidance to users, explaining fixes and next steps in plain English.
· Escalate more complex or specialist issues to second line, infrastructure, application, or third-party support teams where required.

Incident & Service Request Management
· Log, triage, categorise, prioritise, and manage incidents and service requests within the IT Service Management system.
· Take ownership of assigned tickets, ensuring users receive regular updates and tickets are progressed within agreed service levels.
· Resolve standard first-line incidents and requests using agreed knowledge articles, processes, and troubleshooting steps.
· Identify recurring issues and highlight trends to senior IT colleagues or relevant support teams.
· Ensure ticket notes, actions taken, resolutions, and escalation details are recorded accurately.

User Support & Training
· Provide friendly, professional, and customer-focused support to NHSP users across different levels of technical ability.
· Guide users through standard IT processes, including device use, Microsoft 365, password resets, access requests, and basic troubleshooting.
· Support new starters with device setup, account access, initial IT guidance, and workplace technology queries.
· Create or update simple user guidance and knowledge articles where required to improve first-line resolution.

System Maintenance
· Support routine device checks, software updates, patching activities, and basic maintenance tasks as directed by senior IT colleagues.
· Assist with office moves, desk setups, equipment changes, and workplace technology readiness.
· Follow agreed ITSM, security, information governance, and data protection processes at all times.
· Contribute to service improvement by sharing feedback, identifying gaps in guidance, and suggesting practical improvements to first-line processes.

Role Expectations

The IT First Line Engineer role forms part of the NHSP IT career pathway and provides progression opportunities into 2nd Line Engineering, Service Delivery, Asset Management, Infrastructure and other specialist technology disciplines
· Works closely with IT Service Delivery, second line support, infrastructure, application teams, and third-party suppliers to progress incidents and requests.
· Provides regular support to NHSP staff and client users, acting as a helpful and professional first point of contact for IT queries.
· Escalates issues clearly and appropriately when they cannot be resolved at first line, ensuring all relevant information is captured.
· Supports users remotely and, where required, attends NHSP office locations to provide practical first-line technical support.
· Accountable for progressing assigned incidents and service requests in a timely and professional manner.
· Responsible for keeping ITSM ticket records accurate, including actions taken, user updates, resolutions, and escalation notes.
· Ensures users receive clear and regular updates on the status of their incidents and requests.

Values and Standards
Equality and Diversity: act in accordance with NHSP’s Equality and Diversity Policy and treat colleagues and users fairly and respectfully.
Health and Safety: ensure duties are carried out in line with NHSP’s Health and Safety requirements.
Corporate Image: maintain a professional image and customer-focused approach at all times.
Risk Management: report operational risks, complaints, incidents and near misses through the relevant channel.
Information Security: follow IT security, access control, data protection and confidentiality requirements at all times.

This job description outlines the main duties and responsibilities of the post. It is not intended to detail every specific task and may be reviewed as the ITSM Target Operating Model matures.
Person Specification

	Criteria: 
	ESSENTIAL 
(When applying for this job it is important you fulfil all these essential requirements.  If you do not you are unlikely to be interviewed) 
	HOW IDENTIFIED 
A / C / I / P/ R / T 
	DESIRABLE 
(When applying for this job it is desirable you fulfil these requirements.  However, if you do not you may still apply and may be interviewed) 
	HOW IDENTIFIED 
A / C / I / P / R / T 

	Qualifications and Knowledge: 
	Vocational qualification at HNC/HND level or equivalent relevant work experience. 
Understanding of IT service desk processes, end-user technology, Microsoft productivity tools, IT security, confidentiality and access control principles.
	A/I 
	ITIL or CompTIA Certification
 
	A/I 

	Experience: 
 
	Demonstrable interest in IT support, customer service and technology.
Experience may be gained through:
· Employment
· Placement years
· Internships
· Apprenticeships
· University projects
· Voluntary work
· Personal technical projects and home labs
Experience using Microsoft Windows, Microsoft 365 and common workplace technologies.
Support of laptops, PCs and mobile devices 
Delivery of day‑to‑day operational IT processes 
Experience documenting and following standard operating procedures 
Working knowledge of ITIL best practice 
 
	A/I
	· Previous service desk, technical support, apprenticeship or placement experience. 
· ITIL Foundation certification or working towards certification. 
· Experience supporting users in a professional, academic or voluntary environment.
· Awareness of strategic, commercial and operational risk 
· Understanding of information governance and IT security 
· Experience supporting hybrid or multi‑site organisations 
	A/I 

	Communication and People Skills: 
	· Clear verbal and written communication. 
· Ability to explain technical information in plain English. 
· Professional telephone and digital communication skills. 
· Empathy, patience and confidence when supporting users experiencing service issues
 
	A/I 
	Experience supporting senior stakeholders or executives 
Experience working with third‑party IT suppliers 
Confidence delivering user guidance or informal training 
 
	 

	Organisational Skills 
	· Ability to prioritise tickets and multiple tasks, manage workload and follow agreed SLAs. 
· Strong attention to detail, time management and accurate record keeping. 
· Works effectively independently and as part of a team, 
· Uses sound judgement and initiative, and recognises when to escalate with a clear handover.
· Builds effective working relationships at all levels 
 
	A/I 
	Experience working to KPIs such as first contact resolution, SLA achievement, backlog, ageing tickets, MTTR or customer satisfaction. 
Experience of balancing reactive support with planned activities.

 
	 

	Specialist Knowledge and Skills 
	· Ability to troubleshoot technical issues using a logical and structured approach. 
· Strong interest in technology and continuous learning. 
· Understanding of Windows, Microsoft 365, laptops, mobile devices and common workplace applications. 
· Ability to follow documented procedures and knowledge articles. 
· Customer-focused with a willingness to take ownership and see tasks through to completion.

· Delivers high service standards and takes ownership of outcomes 
· Manages own workload, objectives and development 
· Practical problem‑solver with a continuous improvement mindset 
· Interest in developing technical skills and progressing within IT Team
	A/I 
	· Practical troubleshooting of Windows, Microsoft 365, Outlook, Teams, browsers, connectivity, VPN, laptops, desktops, mobile devices and peripherals. 
· Broad understanding of end‑user and infrastructure technologies 
· Awareness of endpoint management, device deployment, remote support tools, and basic networking.
· Awareness of information security and compliance requirements 

	 

	Physical Skills: 
 
	Must pass pre-employment health assessment. 
 
	P 
	Ability to travel occasionally between NHSP sites if required 
	 

	Equality: 
 
	Candidates should indicate an acceptance of and commitment to the principles underlying NHSP’s Equality and Diversity and Health and Safety Policies. 
 
	I 
	 
	 




FOR INTERNAL USE ONLY
Operating Model Context

	Context
	Detail

	Team shape
	1st line model: 6 Service Desk Analysts

	Service ownership
	The 1st line team operates under the service delivery model, with service performance and delivery accountability flowing through Service Desk Team Leads.

	Service flow
	Users raise tickets via portal or Teams; 1st line triages, logs and attempts first-time resolution before escalation to 2nd line or 3rd line where required.

	ITSM controls
	The operating model expects FreshService as the single ITSM platform, standardised processes and SLAs, knowledge-driven support, data quality and metrics-driven service management.

	Volume context
	The transition materials identify a like-for-like resource baseline and approximately 760 tickets per month across the current service model and on-call.

	KPIs
	Relevant KPIs include first contact resolution, SLA achievement, CSAT, ticket backlog and ageing, problem resolution rate, MTTR, MTTD and asset accuracy.



The role supports the ITSM Target Operating Model by improving service availability, customer experience, knowledge management and operational control. The post holder will maintain professional standards, contribute to continuous improvement and support 24/7 on-call arrangements where required.

Capability and Competency Alignment	Comment by Paula Powell: The following framework alignment is included to support HR benchmarking, recruitment and development planning. It is a role-specific recommendation and should be validated through NHSP job evaluation and HR governance.

	Framework
	Recommended alignment
	Application to this role

	GOV.UK Digital and Data Profession Capability Framework
	End User Computing Engineer / Incident Manager at associate to practitioner level, depending on final scope and autonomy.
	Relevant because the role provides first contact support, logs and triages incidents and requests, completes standard troubleshooting, maintains ticket quality, supports knowledge-driven resolution and contributes to service reporting.

	NHS Knowledge and Skills Framework (KSF)
	Core dimensions plus selected Information and Knowledge dimensions.
	Relevant because the role requires clear communication, safe and secure handling of information, accurate records, service improvement, equality and diversity, user guidance and consistent use of ITSM processes.

	SFIA 9
	Primarily Level 2/3, with Level 3 indicators where the role owns tickets, escalates effectively and supports service restoration.
	Relevant because the role works under general direction, follows agreed procedures, investigates routine issues, provides customer support, uses knowledge records and contributes to accurate service data.


GOV.UK Digital and Data Profession competencies

	DDaT skill
	Suggested level
	How it applies

	Incident management
	Awareness / Working
	Identify, log, triage and progress incidents, completing first-time resolution where possible and escalating with clear diagnostic evidence.

	Ownership and initiative
	Awareness / Working
	Own assigned tickets until resolution, closure or structured handover, keeping users updated throughout the ticket lifecycle.

	Service focus
	Working
	Support a responsive, user-focused service desk model across agreed channels, balancing first-time resolution with safe escalation.

	Service management framework knowledge
	Awareness / Working
	Apply ITSM processes, SLAs, ticket standards, categorisation, prioritisation and escalation routes in day-to-day support.

	User focus
	Working
	Communicate clearly, explain technical issues in plain English and provide calm, professional support to users.

	Technical understanding
	Awareness / Working
	Use standard support tools, knowledge articles and troubleshooting steps for Microsoft 365, Windows, access, passwords, NHS Mail and mobile unlocks.

	Knowledge management
	Awareness / Working
	Use and maintain knowledge articles, scripts and SOPs to support consistent resolution and improve first-time fix rates.

	IT service reporting
	Awareness
	Maintain accurate ticket data to support SLA tracking, backlog review, ageing analysis, MTTR and customer satisfaction measures.


NHS Knowledge and Skills Framework competencies

	NHS KSF dimension
	Suggested level
	Application to this role

	Core 1: Communication
	Level 2
	Communicates clearly with users, IT teams and suppliers, including telephone, digital and written updates.

	Core 2: Personal and people development
	Level 1/2
	Maintains relevant service desk knowledge and contributes to shared learning through knowledge articles and SOPs.

	Core 3: Health, safety and security
	Level 2
	Follows information security, access control, confidentiality, health and safety and incident reporting requirements.

	Core 4: Service improvement
	Level 1/2
	Identifies repeat issues, knowledge gaps and opportunities to improve routing, ticket handling or user experience.

	Core 5: Quality
	Level 2
	Maintains accurate ticket notes, follows agreed processes and checks that records support reporting, audit and handover.

	Core 6: Equality and diversity
	Level 2
	Provides fair, respectful and inclusive support to colleagues and users.

	IK1: Information processing
	Level 2
	Uses ITSM systems accurately to record, update, retrieve and share support information.

	IK2: Information collection and analysis
	Level 1/2
	Collects diagnostic information, user impact and troubleshooting evidence to support resolution or escalation.

	IK3: Knowledge and information resources
	Level 1/2
	Uses and contributes to knowledge articles, scripts, FAQs and standard operating procedures.


SFIA skills profile
	SFIA skill
	Suggested level
	How it applies

	USUP: Incident management
	Level 2/3
	Logs, prioritises and investigates incidents, applies standard fixes, escalates unresolved issues and documents outcomes.

	CSMG: Customer service support
	Level 2/3
	Acts as a first point of contact, responds professionally to user issues and supports agreed service standards.

	ASUP: Application support
	Level 2
	Supports routine application issues, including Microsoft Office and standard end-user productivity tools, using agreed procedures.

	IAMT: Identity and access management
	Level 2
	Completes standard password, account unlock and access request activity in line with approved controls.

	KNOW: Knowledge management
	Level 2
	Uses and contributes to knowledge records, scripts and SOPs to improve consistent first-line resolution.

	MEAS: Measurement
	Awareness / Level 2
	Maintains accurate service data to support KPI reporting, SLA review, backlog management and service improvement.

	ITOP: IT infrastructure
	Awareness / Level 2
	Performs routine checks and basic troubleshooting across end-user technology before escalation to specialist resolver teams.
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